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1998: Grindung der SySS GmbH durch S. Schreiber EXPERTS.
Heute: 175 Mitarbeiter
Sitz in Frankfurt/M., Tubingen, Minchen und Wien, weltweit tatig
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> Penetration Testing
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Smarte Thermostate knacken | ) o5
Krypto-USB-Drives: Code-Sperre IHEPENTEST
Krypto-USB-Drives: Fingerabdruck-Scanner

SMS falschen

Virenscanner uberlisten

WebShop knacken

Angriff auf Alarmanlage

Fake-Anrufe

Angriff auf Funktastatur

Fotos von Android Smartphone stehlen

Falls Zeit
USB-Tools
Trojaner-Angriff gegen Smartphone
Ubung: QR-Code
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Frihe iOS-Hacks bei SySS Syss
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COTTONMOUTH-I

ANT Product Data

(TSISUIREL) COTTONMOUTH-I (M) is a Universal Serial Bus (USB) hardware implant | o000
which will provide a wireless bridge into a target network as well as the ability to load exploit
software onto target PCs.

COTTONMOUTH - 1

(TSIISNIREL) CM- will provide air-gap bridging, software persistence capabiliy, in-field” re-
ity, and covert ions with a host software implant over the USB. The
R link wil enabie command and data miiation and exfilation. Ch willleo cammuricate
with Data Network Technologies (DNT) software (STRAITBIZARRE) through a covert ...
channel implemented on the USB, using this communication channel to pass commands and
data between hardware and software implants. CM-l will be a GENIE-compliant implant
based on CHIMNEYPOOL. . .. .
(TSIISHIREL) CM-| conceals digital components (TRINITY), USB 1.1 FS hub, switches, and
HOWLERMONKEY (HM) RF Transceiver within the USB Series-A cable connector. .... .
MOCCASIN is the version permanently connected to a USB keyboard. Another version can
be made with an unmodified USB connector at the other end. CM-I has the ability to
communicate to other CM devices over the RF link using an over-the-air protocol called ....
SPECULATION. ‘GOTTONNOUTH GONOP
INTERNET Sconario

Ha s Lowsicn . . .

Status: Availability — January 2009 Unit Cost: 50 units: $1,015K
POC: I, 53223, I, W 57O B e 20070108
ALT POC: . 53223, . ] Declassify On: 20320108

TOP SECRET//COMINT/REL TO USA, FVEY

25.06.2025 SySS GmbH

Zeitgleich bei der NSA.... SB/ss\
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Unit Cost: 50 Units: $1,015K
Das sind 20.000% pro Kabel
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